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Basics of the Statute (Section 5703)

 The Act provides that, except for those 

authorized by law, a person commits a felony 

of the third degree if the person:

 “Intentionally intercepts, endeavors to intercept, 

or procures any other person to intercept or 

endeavor to intercept any wire, electronic or 

oral communication;”

 “Intentionally discloses” the contents (or derived 

evidence) knowing or having reason to know it 

was obtained through an interception; or

 “Intentionally uses” the contents (or derived 

evidence) knowing or having reason to know it 

was obtained through an interception.



Definitions (Section 5702)

 The Act defines “intercept” as an “aural acquisition of the contents of any wire 

or oral communication through the use of any electronic, mechanical, or other 

device.”

 An “oral communication” is described as an oral communication uttered by a 

person possessing (or exhibiting) an expectation that the communication is not 

subject to interception under circumstances justifying that expectation. 

 This framing makes “reasonable expectation of privacy” central to whether a 

communication is protected as an “oral communication.”

 Five Functional Categories

 Communications carrier/provider options (§§ 5704(1), (8))

 Law enforcement (§§ 5704(2), (3), (5), (12))

 Employer/business operations (§§ 5704(4), (6), (15))

 Corrections/incarceration (§§ 5704(13), (14))

 Specialized/victim-oriented (§§ 5704(7), (9), (10), (11), (17), (18))

Exceptions (Section 5704)



Reasonable Expectation of Privacy: Threshold 

Question for Oral Communications

 An oral communication is protected only if the speaker had a reasonable expectation 
that it would not be intercepted.

 If no reasonable expectation of privacy exists, the Act does not apply to that 
communication.

 Settings where REP generally does NOT exist:

 Open-plan offices and common work areas

 Break rooms, hallways, and public lobbies

 Group meetings in open conference rooms

 Conversations within earshot of others without precautions

 Settings where REP generally DOES exist:

 Private offices with closed doors

 Closed-door HR meetings, disciplinary conferences, and termination meetings

 One-on-one conversations in which the parties took steps towards privacy



Reasonable Expectation of Privacy: Threshold 

Question for Oral Communications (continued)

 Common Workplace Scenario Risk Analysis

 Employee records HR termination meeting in private 

office — HIGH risk; REP likely exists; handbook 

language on “monitoring” does not extend to in-

person oral communications

 Manager records subordinate in open office — 

MODERATE risk; depends on context

 Employer monitors work phone calls — LOW risk IF 

written notice and acknowledgment are in place (§ 

5704(3) business extension exception)

 Employee records Zoom/Teams call — HIGH risk; 

electronic communication; platform recording 

notifications are not a legal substitute for all-party 

consent

 Employer records video meetings — MODERATE-HIGH 

risk; written policy, advance notice, and signed 

acknowledgment required

 Consent: Express vs. Implied

 Express consent — oral or written acknowledgment; signed 

consent forms; call recording announcements

 Implied consent — conduct or circumstances suggesting 

acquiescence; Pennsylvania courts construe this narrowly

 Continuing to speak after a recording announcement may 

constitute implied consent, but courts are split

 Handbook acknowledgment that communications “may be 

monitored” — courts are divided; does not clearly extend to 

in-person oral conversations

 Practice point: Do not rely on implied consent. Get it in 

writing, before the conversation begins.



Lawyer-Based Landmines

 Landmine 1: Advising a Client to Record

 Without all-party consent, may expose the 

attorney to discipline

 RPC 8.4(b) — criminal conduct reflecting on 

fitness to practice

 Criminal exposure

 Landmine 3: Receiving an Illegal Recording 

from a Client

 First question: is this recording lawful?

 Duty to investigate before any use in 

discovery, deposition prep, or proceedings

 If unlawful, attorney likely cannot use it 

without violating RPC 3.4 and potentially law 

itself

 Consider advising client of criminal exposure 

and whether separate criminal counsel is 

warranted

 Landmine 4: Failing to Advise an Employer on 

Monitoring Policy

 Employer wants to record Teams or Zoom 

meetings without a written policy — silence 

creates risk

 Failure to advise exposes the client to civil and 

criminal liability

 Potential malpractice exposure if client is later 

sued under § 5725 or prosecuted

 Correct approach: draft a comprehensive 

monitoring policy before any recording begins

 Landmine 2: Using an Illegal Recording in 

Litigation

 Introducing, relying on, or attaching — may 

itself violate the Act

 May expose counsel to court sanctions and 

disciplinary referral (RPC 3.4)



Lawyer-Based Landmines

 Landmine 5: Recording Opposing 

Counsel or Witnesses

 Recording a call with opposing counsel, 

a witness, or an opposing party without 

consent

 Also implicates RPC 4.1 (truthfulness) 

and RPC 8.4 (misconduct)

 Landmine 7: Discovery Obligations

 Recordings are discoverable; failure to identify and 

produce is a serious exposure point

 Metadata, cloud backups, and platform archives 

(Teams, Zoom, Otter.ai) may all contain responsive 

recordings

 Landmine 6: Spoilation and Litigation 
Hold Failures

 Once litigation is reasonably anticipated, 
destruction of a relevant recording may 
constitute spoliation

 Litigation holds must expressly cover 
recordings, voicemails, and platform-
recorded meetings

 Counsel must specifically ask clients 
about all recordings — do not assume full 
disclosure



Criminal and Civil Enforcement Aspects

 Criminal Liability ― § 5703

 Interception without consent: Felony of the Third Degree

 Up to 7 years imprisonment plus fines

 Unlawful use or disclosure of intercepted communications is 
independently criminal

 Mistake about consent is not a defense

 Civil Liability ― § 5725

 Private right of action for unlawful interception

 Damages: actual damages OR $100 per day (minimum $1,000), whichever 
is greater

 Punitive damages and attorney’s fees available

 Suppression ― § 5721.1

 Pennsylvania expressly authorizes suppression in civil proceedings — not 
just criminal cases

 Either party may move to suppress; available even when the recording 
party is a party to the litigation



Legislative Efforts

 Recurring reform efforts to move to one-party 

consent

 Remote work and platform monitoring gap

 No statute has addressed Teams, Zoom, Slack, or 

other platforms specifically

 Current framework: all-party consent applies; 

employer monitoring lawful only with written policy 

and notice

 Emerging Frontier: AI Transcription and Auto-

Recording Tools

 AI meeting assistants (Otter.ai, Microsoft Copilot, 

Zoom AI Companion) auto-generate transcripts

 Pennsylvania’s all-party consent rule applies (until 

further notice)

 Practice point: Advise clients to disable auto-

transcription features absent written all-party 

consent



Violent Crime Exception

• § 5704. Exceptions to prohibition of interception and 
disclosure of communications:

• It shall not be unlawful and no prior court approval shall 
be required under this chapter for:

• (17)  Any victim, witness or private detective licensed under 
the act of August 21, 1953 (P.L.1273, No.361), known as The 
Private Detective Act of 1953, to intercept the contents of 
any wire, electronic or oral communication, if that person is 
under a reasonable suspicion that the intercepted party is 
committing, about to commit or has committed a crime of 
violence and there is reason to believe that evidence of the 
crime of violence may be obtained from the interception.



Admissibility of Recordings  in Criminal and Civil Proceedings

• Pennsylvania’s 
Wiretapping and 
Electronic Surveillance 
Control Act contains a 
statutory exclusionary 
rule in § 5721.1. 

See Commonwealth v. 
Parrella, 610 A.2d 1006 
(Pa. Super. Ct. 1992).

Commonwealth v. Mason

247 A.3d 1070 (Pa. 2021)

• Defendant was nanny who was 

unknowingly recorded in client’s home.

• Recording captured audio suggesting 

that the Defendant struck the children 

under her care numerous times.

• Recording was made after father’s 

reasonable belief that Defendant was 

striking his minor children.

• Supreme Court held that the contents 

of the recording did not constitute an 

“oral communication” because 

Defendant had no justifiable 

expectation that her oral 

communications would not be 

intercepted by a device in the 

children’s bedroom as required by § 

5702.

Hannah Harris v. Midas, et al.

2:17-cv-00095 (WDPA)

• Plaintiff filed lawsuit alleging sexual 

harassment, gender discrimination, and 

retaliation (along with state law tort 

claims).

• Plaintiff made an audio recording of a 

workplace interaction with her boss –

without his consent.

• Defendants filed a motion in limine to 

exclude the recording from evidence 

under PA’s Wiretapping and Electronic 

Surveillance Control Act.

• Judge Bissoon reasoned that whether 

the recording is admissible in state 

court is immaterial; holding that 

concerns of Pennsylvania’s wiretapping 

act are not infringed upon by admission 

of the recording under the Fed. R. 

Evid.



Confusion on the Legality of Workplace 

Recordings Amid the Social Media Age



Law firms across Pennsylvania are increasingly 

providing more resources to help define rights of 

both employers and employees



NLRA – Concerted Activity (Section 7)

 Section 7 (29 U.S.C. § 157) protects “concerted 

activities . . . for mutual aid or protection” 

 Includes: 

 Employees acting together 

 One employee acting on behalf of others 

 Examples: 

 Discussing wages / conditions 

 Raising workplace complaints 

 Coordinating workplace concerns 

 Applies in union + non-union workplaces 

 Enforced by NLRB 



Starbucks – Facts and Background

 Employees engaged in union + concerted activity

 Organized complaints and workplace protests

 Employer response:

 Discipline + termination

 Key issue:

 Employees secretly recorded management meetings

 Employer defense:

 Violated no-recording policy

 Violated PA Wiretap Act



Starbucks – Recording and Preemption 

 Recordings can be protected Section 7 activity

 Includes documenting workplace conditions

 Employer policies cannot restrict:

 Protected concerted activity

 State law (wiretap) preempted

 NLRA controls if activity is protected

 Takeaway:

 Protected recordings may override state law



NLRB Advice Memo – Facts & Holding

(Cardenas Market, March 3, 2025)

 Employees suspected retaliation

 Acted together to document workplace issues

 Secretly recorded coworker (not manager)

 Employer terminated for:

 Recording policy

 State law concerns

 NLRB Advice:

 Recording = concerted activity

 BUT lost protection



Limits on Protected Recordings

 Not all recordings are protected

 Protection lost if conduct is “egregious”

 Factors:

 Recording coworkers

 Violating state law

 Violating policy

 Key point:

 State law may be preempted

 But still relevant to loss of protection

 Takeaway:

 Protection is context-specific



Hypothetical

 John Doe is an at-will employee who works remotely from his home in 
Western Pennsylvania. In late June, he participated in a virtual performance 
review conducted by two supervisors. John was physically located in 
Pennsylvania, while both supervisors participated from New York.

 Without informing anyone, John recorded the review. During the meeting, 
management informed John that a coworker had expressed concerns about 
his work performance.

 Upset by the review and the allegation, John later sent the recording to the 
coworker and asked whether management's statements were accurate.

 The following week, John received a written reminder regarding the 
company's policy prohibiting the recording of company meetings. 
Management is now considering terminating John's employment and reporting 
the matter to the District Attorney's Office.



Hypothetical

 Sarah, 52, is an HR manager terminated 
in a private office for “performance 
issues.”

 She suspects age discrimination and 
activates the voice memo app on her 
iPhone before entering; records the 20-
minute meeting.

 The employer’s handbook states 
company communications “may be 
monitored” but says nothing about in-
person meetings.

 Sarah brings the recording to her 
attorney and asks him to use it in her 
ADEA claim in federal court.

?



Hypothetical

 Two competing Pennsylvania real estate firms—Wiretap Realty Group, LLC (“Wiretap 
Realty”) and Two-Party Consent Properties, Inc. (“2PC Properties”)—are direct 
competitors in the Pittsburgh commercial leasing market.

 Wiretap Realty hires a senior broker away from 2PC Properties (“New Hire”).

 Shortly after the New Hire joins, Wiretap Realty leadership holds an internal strategy 
meeting with New Hire. During that meeting, a managing director clearly instructs 
attendees:

 “We need to be very careful here. We cannot use the New Hire to recruit additional 
employees from 2PC Properties.”

 Unbeknownst to some attendees, the meeting is being recorded using an AI-powered 
transcription/recording device. Due to a transcription error, the AI-generated meeting 
notes capture the statement as:

 “We can use the New Hire to recruit additional employees from 2PC Properties.”

 No one reviews or corrects the transcription.  Months later, 2PC Properties files suit 
against Wiretap Realty and the New Hire, asserting claims including wrongful solicitation 
and unfair competition. In discovery, 2PC Properties serves discovery requests seeking:

 All documents, recordings, and notes reflecting discussions regarding the recruitment or 
hiring of employees from 2PC Properties.

 Wiretap Realty identifies the AI-generated meeting transcript as potentially responsive

?



Questions?



Thank you!

Nicholas  

Kennedy, Esq.

Laura Bunting-

Williams, Esq.
Michael A. 

Comber, Esq.
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